
GET YOUR 
SECURITY FUNDAMENTALS 
RIGHT IN THE CLOUD
With a unique open source-
based patch management solution 



A big part of a network administrator's time is dedicated to deploying the latest patches across the enterprise's 
computers. The larger the enterprise, the bigger their IT infrastructure and as a result, the more tedious is patch 
management. As tedious as it is though, it cannot be neglected. Patches resolve security vulnerabilities and 
neglecting it may result in costly security breaches. 

Although many patch management tools are available, they are commercial grade, that come with limitations of their 
own in terms of extensibility and configuration management bottlenecks. This paper presents a unique 
first-of-its-kind automated patch management tool created using an open source configuration management system, 
SaltStack. The tool resides on Amazon Web Services (AWS) cloud platform and deploys patches across multiple 
flavors of Linux servers; applications running on these servers spread across multiple geographies within hours. 

All enterprises – big, small or mid-sized, and global or local need to ensure network and computer security and 
patch or remote management forms a key part. A patch is an update in the operating systems, applications or plugin 
designed to fix vulnerabilities, add new features or functionality, or extending support for additional platforms. These 
are critical updates that greatly mitigate the risk of security breaches, resulting in complications such as breaches 
cause – data loss, data theft, loss of reputation, legal issues and more. These updates need to be deployed on 
workstations, servers and other devices, regardless of the location and operating system.

As critical as they are, a big challenge is deploying patches in a timely manner, given the volume of patches being 
issued by multiple vendors at different times. Timely patching contributes to secure and reliable operations. They 
often also translate to opportunities for an enterprise to extend or improve their services. But for any enterprise, it is a 
difficult and costly process, especially when the machine needs to be up and running all the time.
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2 Manual updation, anyone

In many enterprises, patch management is manual, making it one of the most tedious jobs that their network 
engineers must routinely perform. Imagine logging into each server and manually updating all instances! What if 
you have 10 or even 100 servers? And how tedious would it be to keep track of the update history.

Without an automated inventory management system for listing completed and pending tasks, patch management, 
security update and service pack would consume a great deal of bandwidth and network resource for each system 
communicating with the update server.

3 A unique solution

At CSS Corp, we faced a similar challenge of manual patch management with a large global consumer goods client.  
There are not many configuration management tools that manage infrastructure as a software base. There are a few 
full-fledged commercial off-the-shelf patch management tools, but they need cost investment based on the server 
distribution. To address this, our team designed a unique, first-of-its-kind automated patch management tool using 
an open source configuration management system, SaltStack. The tool resides on Amazon Web Services (AWS) 
cloud platform and deploys patches across multiple servers spread across multiple geographies with drastically 
reduced lead time and execution time of deployments.
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SaltStack is a different approach to infrastructure management, founded on the premise that high-speed 
communication with large numbers of systems can open up new capabilities. It is this approach that makes 
SaltStack a powerful multitasking system that can solve many specific problems in an infrastructure.

The backbone of SaltStack is the remote execution engine which creates a high-speed, secure and bi-directional 
communication net for groups of systems. On top of this communication system, SaltStack provides an extremely 
fast, flexible and easy-to-use configuration management system called SaltStack States.

SaltStack functions on a master/minion topology. A master server acts as a central control bus for clients called 
minions. These minions connect back to the master. The SaltStack Master needs to bind to two Transmission 
Control Protocols (TCP) network ports – 4505 and 4506 on the system. It supports most of the popular operating 
systems making it a good candidate for patch 
updates:

• Arch Linux / Debian / Fedora / Ubuntu / 
SUSE

• FreeBSD 

• Gentoo 

• OS X 

• RHEL / CentOS / Scientific Linux / Amazon 
Linux / Oracle Linux 

• Solaris 

• Windows

4 The underlying software – SaltStack

Product Architecture

To ensure seamless development and operations, we created and deployed Dev-Ops teams that have a thorough 
understanding of both patch management and server administration and management. This helped minimize the 
gap in skill and understanding that traditionally exists between development and operations teams.

The tool has helped cut deployment time from 2 days to 12 hours for our client in deploying critical patches to be 
applied in quick succession across the board. In addition, it delivered a 75% effort savings in patch deployment. 
More importantly, using the tool improved security during patch deployment. Cloud platforms are vulnerable to 
attacks and we mitigated these by accelerating the speed of patch deployment to large number of servers.



5 An important aspect
When upgrading SaltStack, the master(s) should always be upgraded first. Backward compatibility for minions 
running newer versions of SaltStack than their masters is not guaranteed. Whenever possible, backward 
compatibility between new masters and old minions will be preserved. Generally, the only exception to this is in case 
of security vulnerability.

8 benefits of using SaltStack for patch management
• Is able to extend installation of patches and remote management of instance in the cloud through its powerful 

multitasking capability, making it easier to push patches

• Ensures new instances’ patch management is easy and error-free by adding a new instance with a minion

• Centralizes patch management with custom distribution and schedules as configured

• Helps free bandwidth and ensures optimum use of network resources

• Enables automatic download of updates by category as configured

• Provides the ability to target updates to specific computers or sets of computers

• Enhances reporting capabilities, though you may have to customize the reporting requirements

• Provides multiple language support

Looking ahead
Besides patch management, this open source solution can be customized to:

• Carry out remote administration tasks on target servers  

• Expand the scope of ITIL services such as configuration management

• Include application management and managed services



CSS Corp is a leading technology company supporting enterprise and consumer products, managing IT infrastructure (stand-alone, Cloud or Mobile- 
enabled) and deploying networks. We partner with many of the Fortune 1000 companies to help realize their strategic business outcomes and be 
future-ready. Our expertise and in-depth understanding of the enterprise & consumer product space, along with proven pedigree in Infrastructure 
Management, help customers increase revenues, optimize costs, enhance IT availability and business efficiency, to more than 100 customers worldwide. 
Our R&D arm, CSS Corp Innovation Labs, designs and develops products and IP, creates platforms and solutions to accelerate IT transformation and 
enable faster go-to-market for customers. 

Technology support is in our DNA. With over 5500 technology professionals across 13 locations globally, we have a rich heritage of 14+ years in 
managing large and complex support ecosystems. From home devices, whether it’s enterprise or consumer, datacenters, applications and desktops to 
services, we have built our reputation on delivering stellar customer experiences. Because we chart the right support strategy, deploy the right processes 
and technology to enable it, and then execute impeccably – every day and every interaction. Because we are wired to support.

Let’s talk…
For more information on our infrastructure management services or any of our other services,

write to us at info@csscorp.com

About CSS Corp


