
No protection is ever perfect. 
But a centralized, proactive 
approach can keep the 
pirates at bay.



Next-gen technology adoption 
and new challenges
When panic spread on Wall Street recently after a bogus message was sent 
from a hacked Twitter account of AP1, it brought the risk that new security 
threat vectors of today pose, to the fore again. The past year has been replete 
with stories of security snafus. 

E-commerce giant eBay identified and later fixed two vulnerabilities in its US website, 
a critical SQL injection hole that gave potential attackers unauthorized read and write 
access to one of the company's databases, and a cross-site scripting vulnerability that 
could have been exploited to steal other eBay users' access credentials2.

A crippling series of DDOS attacks on the websites of about a dozen US-based banks, 
including Bank of America, Wells Fargo and JP Morgan Chase, effectively cut online 
bank customers off from their services for extended periods3.

Such stories have led many firms to emphasize the importance of and rethink 
the way they view security. Until a few years ago, security simply meant 
securing in-house enterprise IT infrastructure, which included servers, 
network architecture, and the employee desktops, all of which were in the 
office locations, and hence easy to monitor and control. Today, smartphones, 
tablet computing, cloud services, and social media have broken the controls 
established within the four walls of the enterprise, creating new security 
challenges. Attacks are no longer random but targeted and sophisticated, and 
harder to detect. At the same time, the cost and outcome of failing to prevent 
these attacks have increased. The enterprise IT environments are more 
vulnerable than ever today.

In the past few months, there 
have been major changes in 
information security attack 
strategies from advanced 
persistent threats (APT) to 
disturbed denial of services 
(DDOS), botnets, insider threats, 
and more – an exciting and 
tumultuous time for security 
professionals. The question on 
everyone’s mind now is how to 
tighten security and protect 
critical information and related 
assets?

To be effective, a robust 
integrated solutions approach is 
required – one that is not just 
technology-based, but includes 
people and processes. And one 
way to achieve this is through a 
dedicated security operations 
center.

New attack 
strategies ‘vectors’

Mobility tools

Advanced malware 

Other Threats

Botnets
APTs

Advanced cyber threats

IUSBs / CDs 

Traveling 
workers 

WiFi / smartphone 

Trusted 
connections 

Insider threat 

Cloud

Social media

VM-Aware 
Proxy-Aware 

Polymorphic ‘Locked’

Phishing
Identity thefts

Cross-site scripting
Authentication compromise

Injection flaws
Information leakages



Next-gen technology adoption 
and new challenges
When panic spread on Wall Street recently after a bogus message was sent 
from a hacked Twitter account of AP1, it brought the risk that new security 
threat vectors of today pose, to the fore again. The past year has been replete 
with stories of security snafus. 

E-commerce giant eBay identified and later fixed two vulnerabilities in its US website, 
a critical SQL injection hole that gave potential attackers unauthorized read and write 
access to one of the company's databases, and a cross-site scripting vulnerability that 
could have been exploited to steal other eBay users' access credentials2.

A crippling series of DDOS attacks on the websites of about a dozen US-based banks, 
including Bank of America, Wells Fargo and JP Morgan Chase, effectively cut online 
bank customers off from their services for extended periods3.

Such stories have led many firms to emphasize the importance of and rethink 
the way they view security. Until a few years ago, security simply meant 
securing in-house enterprise IT infrastructure, which included servers, 
network architecture, and the employee desktops, all of which were in the 
office locations, and hence easy to monitor and control. Today, smartphones, 
tablet computing, cloud services, and social media have broken the controls 
established within the four walls of the enterprise, creating new security 
challenges. Attacks are no longer random but targeted and sophisticated, and 
harder to detect. At the same time, the cost and outcome of failing to prevent 
these attacks have increased. The enterprise IT environments are more 
vulnerable than ever today.

Time for a new outlook
Many businesses believe their existing security measures 
and firewalls will protect them from an attack. The reality 
however, is that the current security measures are not 
enough to prevent sophisticated, targeted attacks. 
Besides, compliance requirements are on the rise. PCI 
DSS (credit card data stored and transmitted), safeguards 
and controls (SOX), log collection, archiving and retrieval, 
and internal audit are adding more teeth to compliance. 
Clearly, it is time for new strategies and approaches to 
fight these attacks and at the same time ensure 
compliance.

A centralized proactive 
approach, the best approach
In the present scenario, the best way is a centralized, 
proactive approach to all the security functions
encompassing all the elements within the IT infrastructure 
and applied to the broadest range of devices. Trying to 
manage all infrastructure elements, devices and security 
functions in a disparate, ad-hoc fashion only adds to the 
administrative complexity and high operational expense 
while significantly reducing the robustness of the network.  

Centralizing all security functions – monitoring, analysis 
and response – of all infrastructure elements and devices 
within a single team requires people with the right skills, 
mature processes and governance structure, and the right 
technology. One way to achieve this is through a security 
operations center (SOC) which dramatically improves the 
enterprise’s security posture. How does it do this? By 
becoming the hub of all information and internet security 
operations – streamlining the process through which 
events and incidents are detected, analyzed, classified, 
reported, resolved and prevented, continuously. And how 
does this help the enterprise? Prevents disruption of 
business and loss of reputation, and improves 
compliance.

Trust a SOC with a 
strong foundation 
When deciding to centralize security in a SOC, whether 
built in-house or outsourced, it is important to ensure that 
it is built on a solid foundation. While each enterprise has 
its own specific security needs, there are some common 
business requirements that apply to most enterprises. 
These requirements form the basis for the following five 
vital building blocks for a SOC:

People: While all the building blocks are important, more 
often, it is the lack of resources that constrains an 
enterprise. But lack of resources is only a part of the 
problem; enterprises today need people with the right 
skills and training to meet the evolving needs in the 
information security landscape. 

Technology: One major challenge for security operations 
is identifying significant events obtained from a host of 
heterogeneous devices and systems, correlating them, 
and reducing their volume to a manageable level. It is here 
that a Security Information and Event Management (SIEM) 
solution comes handy where all the technology systems, 
devices and assets can log data, classify it and generate 
reports.

Processes: Aligning processes to industry established 
best practices ensures a minimum level of competency 
and maturity. 

Services: There’s more to a successful SOC than just 
people, technology and processes. To be successful, it is 
important to clearly define the services that the SOC is 
expected to deliver, the measurement metrics (SLAs) for 
these services and built-in process to continuously 
improve the defined services.

Governance: A clearly defined governance model forms 
the bedrock for an SOC operation. The model should 
clearly define roles, responsibilities and accountabilities, 
and the reporting structure for operations, risk 
management and compliance to ensure quality 
deliverables.

 



Are the processes aligned with best practices?

How well-defined are the foundational 
processes such as device on-boarding, change 
management, and service desk?

How well-defined are the operational processes 
such as security incident management, 
stakeholder communication, and problem 
management?

How well-defined are the governance processes 
such as SOC security policy, SOC controls, 
escalation, and reporting?

Are the roles, responsibilities and 
accountabilities clearly defined?

Is the reporting structure for operations, risk 
management and compliance well-defined?

Does the governance model ensure quality 
deliverables?

Are the services that the SOC is expected to 
deliver clearly defined?

Are the service measurement metrics (KPIs) 
defined?

How will the SOC ensure continuous 
improvement?

Are the SIEM / ticketing / SOC technology 
components well-configured and integrated?

What about the customer point tool integration?

Do the staff have the requisite skills?

Is there a well-crafted training program in 
place?

Is there a process to ensure personnel security?



A SOC war room in action
With information pouring into a central unit, quick and effective response to 
security events and threats, even internal ones, is possible in real-time. SOC 
provides visibility to the enterprise network, helping enterprises take early 
action against attacks of any kind and prevent large scale data breaches or 
disruptions. Further, SOC analysts can help fine-tune the defenses against 
non patched vulnerabilities open in the enterprise network.

Without doubt, the road to securing an enterprise is not an easy one, given 
the security information overload that comes from disparate and often 
decentralized security systems. This is why, a carefully planned and 
deployed SOC to centrally manage and monitor the network and security 
systems can ensure that a small security incident does not become a 
potentially damaging data breach.
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