
Securing the IoT world
The Internet of Things (IoT) is moving from a centralized structure to a complex network of 
decentralized smart devices with greater volume of data exchanged between the connected 
devices. The greater the volume of data transferred over the IoT, the greater the risk of 
cyber-crimes. Securing the IoT world becomes the key.
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ABSTRACT

The Internet of Things (IoT) have enabled digitally connected devices to encroach on every aspect of our lives, including our 
homes, offices, cars and even our bodies. The brighter side is that we are able to do things we never before imagined. But as with 
every good thing, there’s a downside too. IoT is becoming an increasingly attractive target for cybercriminals. This paper details 
the steps involved in creating a secure IoT environment.

IOT IS IMMENSE AND THE FUTURE IS MINDBOGGLING

CYBER SECURITY AND IOT - HOW REAL IT IS?

Forbes estimates that around 4.9 Billion objects were connected 

to the internet in 2015 alone, and total number of objects across 

all spectrums including kitchens, doors, light bulbs, industrial 

automation robots, boilers, will only grow up to or more than 26 

Billion objects by 2020 at very conservative estimates.1 There has 

been a huge surge in wearables during 2015, with a staggering 

223% growth.2 Companies like Google and Tesla have invested 

heavily with the former acquiring Nest labs for $3.2 B and the 

latter connecting most of its cars to the internet and then having 

completely automated assembly plants hooked to the Internet of 

Everything (IoE).3 

The future is immensely bright for IoT, and we would see virtually 

everything connected to internet becoming more efficient and 

data driven. For example the food and beverages sector, would 

probably save around 15% annually if connected kitchen is 

adopted across smart homes.4 The power of controlling the 

kitchen, switching off the oven from an app or tell it how to cook 

will only increase market acceptance of such objects worldwide.

IoT seems to have a large impact across late adopters - 

hospitals, police stations, embassies, buildings, elevators, water 

sewage plants to name a few. Everything today is already 

connected to the internet, number of such objects is only poised 

to grow this and next year.

All this obviously will consume lots of cloud storage. The latest 

research from digital universe suggests that IoT adoption could 

use up around 27% of the cloud space approximately which 

roughly translates to 14996 Exabyte’s by 2020.5

IoT is here to stay, it is going to grow and it will connect 

everything to internet, probably it’s an advantage but also comes 

with huge caveat which if overlooked and not addressed can be 

disastrous. That is cyber based security attacks on IoT 

installations, devices, homes, industries or someone misusing a 

drone that may be flying above the house to peep into what 

people are doing.

Imagine a person driving in a shiny electric car or an internet connected car, and suddenly the doors fly open, the wipers start going, 

and the horn hoots; this is what students from Zhejiang University in China managed to do, picking up a 10,000 Yuan prize money from 

a local security firm.6 Details of the hack weren't revealed. 

1 http://www.gartner.com/newsroom/id/3165317
2 http://www.idc.com/getdoc.jsp?containerId=prUS25872215
3 http://www.cnet.com/news/google-closes-3-2-billion-purchase-of-nest/
4 http://www.forbes.com/sites/bernardmarr/2015/10/27/17-mind-blowing-internet-of-things-facts-everyone-should-read/
5 https://www.emc.com/collateral/analyst-reports/idc-digital-universe-united-states.pdf
6 http://www.scmp.com/business/companies/article/1555588/zhejiang-university-team-scoops-10600-yuan-hacking-tesla-model-s
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Two famous hardware hackers - Charlie Miller and Chris Valasek 

took over a Prius, stopping the brakes from working, fiddling 

with the gas gauge, turning the steering wheel, hooting the horn 

and tightening the seatbelts - all from a laptop remotely while a 

journalist was driving the car.7

More terrifying incidents of misusing the IoT have been reported 
from various parts of the globe. There has been a string of 
incidents where a creepy man hacks into internet connected 
baby monitors and screams at the child to wake up. This can be 
very annoying and is a cause of safety concern for parents and 
homes. The most recent case was in Ohio, where hackers 
targeted a Wi-Fi powered Foscam IP camera, to scare the 
children when the parents were away.8

Security researchers have developed a Flying Drone with a 
custom-made tracking tool capable of sniffing out data from the 
devices’ ZigBee protocol. ZigBee is a popular smart-home 
wireless communication standard used by the majority of IoT 
devices today. 

Such drone experiments could be even worse if hackers were able 
to hijack smart-home and Internet-enabled appliances remotely.  
Hackers can use a drone with ZigBee protocol to connect to the 
office IoT devices with the devices responding to malicious 
requests.

Ethical hackers - Tobias Zillner and Sebastian Strobl from 
Cognosec (A business management consultant group) have 
discovered some critical security flaws in ZigBee that could allow 
potential hackers to take control of all connected devices on a 
network - including door locks, alarm system and even light bulbs.

The bottom line is very clear; any IoT device is susceptible to a 
hack or sabotage. This includes home based IoT device or 
Industrial IoT like boilers and MRI machines. The risks are similar 
- damage to the business, personal lives, privacy invasion, 
industrial espionage, productivity loss to name a few.

The security risks are real; as IoT objects grow in their market 
adoption, new protocols are also introduced. When they reach 
another few billions by end of 2016 the world will be staring not 
only at a huge technology explosion but also a huge problem of 
securing every single IoT from misuse. 

7 http://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/
8 http://www.computerworld.com/article/2878741/hacker-hijacks-wireless-foscam-baby-monitor-talks-and-freaks-out-nanny.html

HOW CAN WE MAKE IOT SECURE?

1. Create IoT security protocols

The following steps will ensure a safe and secure IoT environment

Securing IoT is not straightforward like traditional IT, as most protocols are new. The security technologies available today were 

developed to protect a non IoT world. However the same logic of securing traditional IT world can be easily applied for securing the IoT 

world too. The principles remain the same, stop bad traffic from coming in. The technology methodology may be different because of 

new age protocols like BACnet (a communications protocol for building automation and control networks) and ZigBee.

The number of connected “things” outpacing the ability to secure them

Many devices have little to no security built in

No formalised process or standard for securing IoT devices

Increasing number of devices, that provide access to personal information

Meeting demand for capabilities will continue to be a higher priority than security for IoT device manufactures

The fundamental issues with IoT security are:
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An ethical hacker’s perspective of the objects will reveal an enterprise IoT environment’s susceptibility to cyber security attacks. The 
actual possible damage to the enterprise in such a scenario can also be assessed with this perspective. It is critical to identify the 
effect on business, reputation, operations in case of a cyber security breach.

Once this is identified, a qualified team should perform an IoT specific hack to check for vulnerabilities. Else penetration testing 
should be conducted to see how vulnerable they could be to an outside attack. As mentioned earlier, as these devices have 
specialised protocols it is important to use the right tools. It’s extremely important to have a well-qualified team, with best 
knowledge of how IoT works, the related protocols, how sensors integrate, and the damage it can inflict on specific type of objects 
in case a probable security weakness is discovered. Enterprises can also explore the option of engaging with organizations that carry 
out IoT specific cyber security checks (they are only a handful).

Key is to have an audit report from the security check. This report contains information on the installations - ease of visibility on the 
internet and access to those objects. It should also contain the different intrinsic security issues that needs attention.

3. Identify cyber security issues by simulating an attack

It is best to talk to the vendor from whom the IoT objects have been procured for documentations of all objects in the IoT 
environment. The security configuration parameters provided by the vendors should be checked. Access controls can be set for the 
IoT devices using telnet or SSH commands (encryption communication commands) in the OS embedded in the devices. 

Performing an IoT security check as explained above will harden the devices. The security check report would point to specific 
issues on these sensors. These activities must be carried out multiple times in a year, because new cyber security issues evolve 
every day. Having the best and latest security configuration on the sensors and devices will enable an enterprise to be safe and 
secure.

4. Get your base secure, harden your objects, perimeter around it and control access
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The IoT devices and control frameworks have to be monitored for security risks to keep the environment safe. This can be done by 
hiring a cyber security company that understands IoT security and has the capability to monitor them remotely for IoT protocol 
specific cyber security risks. IoT devices should be monitored for specific connection attempts, highly critical configuration 
changes, login attempts, and beacons from nearby unknown ZigBee protocol devices.

Security threats intelligence which is fed into a remote security operations centre should also have the capability to respond to an 
active threat and contain it immediately in most cases, as any damage to an IoT connected object could become irreversible and 
can cause bigger safety issues. 

5. Proactively monitor your devices to combat security threats

2. Have a knowledge of the protocols

It is important to have knowledge about the exploits that are possible with the protocols like ZigBee, BACnet, FoX (a communication 

protocol to share information between two stations) that are used by IoT objects and sensors. The strength of these protocols in 

defending themselves against malicious use is a valuable input in developing security controls. The issue of protection becomes 

more complex when IoT frameworks enable legacy devices to connect to smart devices without support. 
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Some inhumane cases of IoT hacks involve medical devices that can have detrimental consequences on a patient’s health. For 
example, if someone misuses a MRI machine in a hospital and configures it to do things which can cause damage to patients or 
individuals around that machine, it might even become fatal.

An effective cyber security strategy for IoT installations that includes the above control factors would ensure a safe environment for 
the enterprise. This would help the enterprise to be safe and secure in the ever growing IoT world.

More connected devices mean more attack vectors and more possibilities for hackers to target the enterprise; unless the enterprise 
moves fast to address this rising security concern, they will be facing an inevitable disaster. What is immediately required is 
formulation of a security standard just for IoT like, PCI-DSS (Payment Card Industry Data Security Standard) or HIPAA (Health 
Insurance Portability and Accountability Act) which will enable enterprises adapting to IoT be governed by well-defined security 
controls. 
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