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Enterprise Mobility has emerged as a top technology 
trend globally. Every enterprise with a mobile workforce 
has an imperative to deploy a successful mobile 
strategy.

The need for a mobile strategy has risen majorly due to 
the proliferation of smart phones and tablets. The lines 
between official and personal space has shrunken as 
employees use the same device to access both official 
and personal content. Many employees bring in 
different mobile devices to the workplace and 
managing them has become a big challenge for 
enterprises worldwide.

A proper and comprehensive enterprise mobile strategy 
helps enterprises not only in establishing the ground 
rules, but also in leveraging mobile technologies to the 
enterprise’s advantage. Mobile strategy should facilitate 
greater participation by its employees which will ensure 
inclusive enterprise work culture. This can be achieved 
by allowing employees to bring their own mobile 
devices through BYOD initiatives. This provides 
flexibility, removes bottlenecks, encourages 
collaboration, and increases productivity of their 
workforce without compromising on security and 
obfuscating user experience.

Enterprise IT should focus on being an enabler for user 
productivity by being less restrictive. Enforcing security 
without obfuscating user experience shall be the 
primary objective of Enterprise IT.

This white paper outlines the emerging trends that can 
be potential challenges for Enterprise IT. 



CURRENT MOBILITY 
TRENDS



BYOD is the biggest change in client computing since the 
introduction of the PC. Gartner research indicates 38% of 
surveyed CIOs will cease to provide personal devices to their 
employees by 2016. However, IT is reluctantly embracing BYOD 
policies that satisfy the relentless employee demand to use 
personally owned devices. 

The implementation of BYOD programs exacerbates the 
challenges of information security, device management, and 
workspace delivery. Unfortunately, endpoint security controls, 
MDM tools and workspace delivery mechanisms are 
inconsistently implemented across the myriad of mobile 
platforms. IT should collaborate with users and line of business 
managers to proactively create policies, implement programs, 
and anticipate future requirements for BYOD.

1 BYOD Management Support

Many users are pushing IT to deploy a pervasive wireless 
infrastructure that serves both business and personal devices, 
while expecting wireless LANs (WLAN) to provide fast, 
predictable behavior, just like a wired LAN. As enterprises 
increasingly rely on WLANs for mission-critical communication, 
challenges of network design, network management, and 
problem diagnosis become more complex. 

2 Infrastructure Setup



Unfortunately, many WLANs were not designed to provide 
mission-critical services and are plagued with issues such as 
poor performance, insufficient coverage, or lack of service for 
employee personal devices. Enterprises must also deal with 
unique demands that BYOD strategies place on site 
communications infrastructures. They may need to increase 
network capacity, manage bandwidth, segregate BYOD devices 
from enterprise devices, add IP voice services and expand site 
mobile access.

Enterprises must be able to authenticate users and grant 
access to appropriate business resources. There are three 
aspects of IAM to focus on: single sign-on, adaptive access 
control, and privacy. Small device sizes make entering strong 
passwords difficult and users want to sign on once to access 
the resources needed to do their jobs. 

Adaptive access control, which uses additional contextual 
information such as user location, behavioral patterns and 
many other factors, can be used to increase identity assurance 
and reduce mobile usage risk. Although location data can 
strengthen authentication surety, it also can raise privacy 
concerns.

3 Identity and Access Management

Secure workspaces, or containers, used for isolating corporate 
applications (apps) and data on mobile devices are becoming a 
mainstream approach to mobile security strategies. 

4 Workspace Container



While software solutions have been on the market for several 
years, and have even been available as carrier services (as dual 
persona solutions), adoption has been slow. Workspace 
provides complete separation of corporate and personal data 
on devices, securing corporate resources, and maintaining 
employee privacy. 

It enables organizations to standardize enterprise security and 
data loss prevention strategies across mobile devices through 
containerization. It includes the essential applications for 
conducting business while being mobile. All data sent to/from 
the application and all data that resides within the application 
are protected. From a single application, employees can enjoy 
access to corporate email, calendar, contacts, the intranet, and 
documents, whether online or offline, and maintain their privacy.

Gartner1 predicts that through 2014, improved JavaScript 
performance will begin to push HTML5 and the browser as a 
mainstream enterprise application development environment. 
As a consequence, it was suggested that developers focus on 
expanding user interface models including richer voice and 
video that can connect people in new and different ways. 

Apps will grow and applications will shrink, continuing a trend 
that has been documented for a while now.  The market for 
creating apps continues to be very fragmented (Gartner 
estimates that there are over 100 potential tool vendors), and 
consolidation is not likely to happen in earnest for a while. It is 
suggested that ‘the next evolution in user experience will be to 
leverage intent, inferred from emotion and actions, to motivate 
changes in end-user behavior.’

5 Mobile Application Development



As Mobile usage overtakes PC, mobile security platform 
weaknesses are giving rise to new threats. In 2014 
hackers/criminals will increasingly target mobile email, apps, 
platforms, wallets, and app stores. Convergence of mobile, 
social, and cloud will challenge security approaches to mobility. 
Mobile computing devices should be more secure than 
traditional user computing devices by 2014. 

CISOs and enterprise decision makers need to focus on 
strengthening application configuration, improving mobile 
testing, and monitoring emerging technologies. From the very 
start, security is being designed into mobile device applications. 

However, new techniques such as application sandboxing, 
digital signing, dual personas, and the ability to remotely wipe 
the whole device, are being pioneered on mobile platforms. 
Mobile devices can also commonly provide bio contextual 
information and authentication elements that can be leveraged 
to replace passwords used in desktop computing. Consider 
elements like physical location, network identification, voice 
recognition, eye, or facial recognition techniques that will 
pose bigger challenges for enterprises to secure their 
mobile environment.

6 Mobile Security



FUTURE MOBILITY 
TRENDS

The future of Enterprise Mobility is 
moving from basic device and app 
management to advance 
technological trends. Enterprises 
need to embrace some of the 
following future technological 
challenges in terms of support and 
management.



The new buzzword in enterprise mobility is a mobile device 
policy that offers employees a choice of company-approved 
devices, paired with pre-determined operating systems. The 
employee typically purchases the device. The organization can 
retain the ownership of the device, but that’s more often called 
COPE (Company Owned Personally Enabled)2. 

Employees can choose from the pool of approved devices, pick a 
data plan, add accessories, and purchase apps. Provisioning of 
the selected device enforces pre-set permissions and grants 
access to the company’s enterprise app store. Once deployed, 
the devices may be used for both personal and company projects.

1 Choose Your Own Device

Wearable Mobile Devices also known as Wearable 
Technologies are devices that can gain the functionality that are 
normally expected from smartphones, tablets, and other mobile 
devices. 75% of Americans are aware that wearable technology 
exists, and it’s this fact that is expected to drive the sale of 
wearable technology from $1.4 billion in 2014 to a whopping 
$50 billion by 2018. That’s over 280% growth in four years. 

Like smartphones and tablet PCs preceding them, the 
popularity of wearable technology is spurred on by functionality 
and utility. However, unlike those devices, wearable technology 
seems to be most useful for young men and women looking to 
improve their professional lives. 

2 Wearable Mobile Devices



In a recent survey gauging the importance of wearable 
technology, one third of respondents from the United Kingdom 
and the United States stated that they believe wearable 
technology, whether it’s a smart watch or Google Glass, has 
helped them develop their career. No doubt realizing the 
potential benefits, an estimated 6% of businesses now offer 
their employees wearable technology for professional use.

Consumers have been using cloud services and accessing 
storage in the cloud for years without realizing it. Email, social 
networking, and online banking services are the most popular 
services. Smartphones and tablets take this dependence on 
cloud services to a new level. Personal cloud storage (PCS) 
provides server space for individuals to store data, photos, 
videos, and other files. 

Google plans a cloud-centered future with Google Play and its 
market-leading Android mobile OS. Today, mobile devices 
combined with the cloud can fulfill most computing tasks, and 
any tradeoffs are outweighed in the minds of the user by the 
convenience and flexibility provided by the mobile devices.

3 Personal Cloud Storage

Research Reference

1. Gartner
2. Maas360 and Zco Corporation



3

Raghuram Nair
AVP - Mobility, CSS Corp

Raghu has 18 years of experience in 
the IT industry in leadership roles 
spanning business consulting, market 
strategy and delivery management for 
enterprise customers and mass-market 
consumers across global markets. He 
has had the opportunity to build and 
deliver differentiated IP & business 
models across enterprise and 
consumer mobility.

ABOUT THE AUTHORS

3333

3

Nandakishore BelloreNandakishore Bellore
Senior Domain Expert, CSS Corp

Nandakishore is a Senior Mobility 
Expert with 16 years of experience in IT 
Industry and more than 6 years into 
Infrastructure practice, pre-sales, 
solutioning and consulting. He is 
Instrumental in initiating the Mobile 
Device Management practice as part of 
CSS Corp Mobility Services. He is 
currently involved as Solution Architect 
in providing solutions for E-Mobile 
Mobility Services.  

3


