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Advanced persistent threats (APTs), advanced evasion 
techniques (AET), zero-day advanced malware  — these 
terms get all the attention that  information security needs 
in today’s ever-changing threat landscape. CISOs and 
CIOs are increasingly becoming wary of these new age 
threats capable of deflecting all kinds of defense strategies  
and exfiltrating confidential information to criminals in 
some other corner of the planet. 

Conventional security technologies and best practices are 
no longer enough to keep persistent attackers out of the 
corporate network. When attackers exploit zero-day 
vulnerabilities, or use conventional (social engineered) 
methods to penetrate network defenses, no amount of 
patching or perimeter security works. This unfortunate 
reality has been repeatedly evidenced over the past 
several months through high profile APT attacks on 
several high profile organizations. The need to find and 
remediate a security issue quickly tops the wish list of 
every CISO or CIO.

At CSS Corp, we recently encountered a client problem.  
The client had invested in a plethora of security 
technologies - from APT detection to intrusion prevention 
and database attack monitoring. However, the millions of 
dollars they had invested did not make much sense as 
they lacked a single dashboard view of issues across 
the organization.

CISO and his worries



 What such organizations need is in-depth analytics and 
intelligence-driven security systems to effectively thwart 
new age attacks which are becoming complex and even 
hard to detect by the day.

According to Cisco's global threat report, “54% of the time, 
it takes months to detect a compromise and 75% of the 
time, the compromise of information would have 
happened in minutes.” This level of compromise creates 
huge risks for the business and its reputation and there is 
no choice but to stay one step ahead of attackers who are 
more motivated than ever before.

Current threat scenario
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A single dashboard view of all security technologies being 
used and the threats is essential. For this, a robust security 
information and event management (SIEM) is inevitable.  
SIEMs provide a centralized dashboard view of all the 
security events that may be happening right at the moment 
based on the kind of technology that an organization has 
invested in.

It is important to understand that SIEMs are no longer just 
tools to ensure compliance with various standards. In fact, 
organizations are looking at the SIEM investment more 
from a threat detection, prevention, and mitigation 
perspective in today's world of seamless information 
access. It is important for a SIEM to look at all kinds of 
data — logs, network traffic, structured or unstructured 
data and make “security sense” of everything, correlation 
is the buzzword here to make sense of the billions of 
events that occur in large- to medium-sized organizations.

Security information and event management



A new wave of SIEM products are entering the market 
offered by managed security providers who have 
capabilities to perform advanced security analytics and 
feed virtually anything into the SIEM (For eg.,network traffic 
data, endpoint data, etc.). Traditionally, SIEMs depended 
on system logs to see if an event occurred. However, 
depending  only on logs make it difficult, if not impossible 
to identify new age threats such as AETs. Logs are usually 
created after an event has occurred and techniques such 
as AETs work without creating logs. 

What makes new generation SIEMs powerful is the ability 
to monitor network traffic, server logs, endpoint logs, and 
application flow data to detect specialized and 
business-specific threats more effectively. They achieve 
this through correlation of all events and packet 
information that’s gathered from the infrastructure. 
Then, state-of-the-art threat intelligence is applied to 
zero-in on an attack which might be in progress or is 
about to happen.

The new wave of analytics and intelligence



Imagine the power of information garnered from  emails, 
documents, social media interactions, audio, network 
traffic, clickstreams, logs of files being accessed, registry 
changes made, and processes started and stopped. 
System information such as processor and memory 
utilization and everything else  can be correlated by an 
SIEM with analytical and intelligence capabilities to give an 
advanced insight to a threat that may be planned or is in 
progress. With control over so much data and the ability to 
make sense of it, predicting attacks even before they 
happen is possible even more. This is a strong business 
case to go beyond logging which traditional SIEMs offer.

So if an organization is to invest in a SIEM to effectively 
manage and mitigate threats, it becomes important to look 
at its capabilities in terms of scalability, powerful analytics, 
and support of heterogeneous environments. This is very 
helpful when visualizing with actionable intelligence when 
there is a possibility of fraud (which will have to be 
detected in minutes) or if an APT kind of attack is doing an 
exfiltration of company confidential information to a 
command control center set up by an attacker.

The immense power of information and 
the insights that one can get



How does this work?

MSSPs with SIEM and related technologies make use of 
‘adaptive intelligence’ which means they look at nearly 
everything that is fed into them and make security sense 
out of all the information in terms of a possible event or an 
offense. Technology such as net flow has helped SIEM 
capabilities immensely off late.

Adaptive here means the capability to understand how a 
network usually behaves over a period of time with normal 
traffic and genuine use of information by users. This is 
then  used to categorize anything above and beyond  
normal behavior  as abnormal. Usually abnormal events 
indicate a possible attack in progress or an intention of an 
attacker to plan an intrusion on the information. The SIEM 
also needs to identify attack patterns over a period of time 
when they are not continuous and done in stages 
(For e.g., APT).

It becomes important that MSSPs who manage the 
customer’s networks with state-of-the-art SIEM tools and 
related technologies keep updating the rules as in iterative 
processes, identifying different behavioral patterns. New 
age SIEMs can also work in rule-based or rule-less 
correlation parallel, thereby reducing false positives. This 
is possible because of the adaptive intelligence that is 
increasingly becoming part of SIEM technologies and the 
MSSP providers. 



Self-learning algorithms are fast catching up leading us to 
complete automation of rule-writing though human 
intelligence is required to maintain the ability to detect the 
offense which the business cannot afford to miss. 

While self-learning algorithms are still in their infancy, 
real-time identity correlation using fuzzy logic, behavior 
analysis, clustering algorithms, and policy rules are close 
to providing true signature-less detection to prevent 
unauthorized access and pick out abnormal activity at the 
user, account, and resource levels.

Threat intelligence and beyond

The base lining of an organization’s risks and threat 
vectors is further complemented by feeding in external 
threat intelligence from global information security feeds 
which are usually well-funded and maintained by security 
companies to keep their SIEM products current and 
up-to-date.

The feeds usually contain latest information on different 
security issues that are being exploited and bad actors 
such as IP addresses which are known to be from cyber 
criminals, etc.  



Security monitoring on the cloud

In a typical hybrid scenario where an organization hosts 
some of its data, infrastructure, and applications in-house 
and some on the cloud, it becomes very important to 
bring in the hybrid environment together to be monitored 
by SIEM technologies. The organization must negotiate 
with its cloud service provider to have a SIEM data 
collector on-premise and collect all the logs and events 
that can be forwarded to the SIEM at the organization’s 
premises. This approach would give a holistic view of an 
organization’s security posture and threat exposure across 
all levels of information access.

The above approach does come with a few caveats of 
having good bandwidth with the cloud service provider 
and cost negotiation to ensure seamless and timely 
access to threat and security issue information through 
logs and events that are sent to the on-premise SIEM at 
the organization (having a good bandwidth sizing would 
be a great idea in these cases so that the organization 
does not have any delay in finding out an attack).



Security sense

SIEMs should have the capability to make sense of all the 
events, logs, and network data that is coming onto them 
and provide multiple views on a single dashboard which 
can be used by different levels of technically 
knowledgeable teams. For e.g., teams specializing in 
dissecting information and further drilling down to find a 
cyber-attack should be able independently view the 
information they need while other teams are looking at 
specific fraud or firewall bypass issues.  

MSSP providers usually would like to submit reports to 
their customer at different levels of interest within an 
organization and the SIEM should be capable of providing 
the same. For e.g., a CISO might want to see the top  ten 
threats that were discovered and mitigated over a month 
to justify future investments. A security technology and a 
security manager would plan on re-prioritizing critical 
assets based on the attacks that are observed 
continuously over specific information assets. Actionable 
intelligence through the analysis of structured or 
unstructured data is the key word that the new generation 
SIEMs should practice. 



Intelligence and action

Actionable intelligence is expected to be converted to 
quick decisions made by incident management teams 
where SLA resolution time agreed by MSSPs are reducing 
day-by-day from hours to minutes. Organizations are 
already exploring options of integrating automatic 
mitigation with the SIEM technologies but this largely 
depends on the organization’s security strategy except in 
cases where data exfiltration is imminent and immediate 
action is required. 

Nearly every bit of data (packet) is analyzed, 

not just traditional logs, to bring in intellligence
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SIEM incident response teams must be fully aware of the 
kind of alerts and events that an SIEM generates and base 
their testing procedures and plans on them. Organizations 
need to also look at people skills that an MSSP has apart 
from their capabilities to implement state-of the-art 
analytically and intelligently capable SIEM technologies. 

With all the intelligence today’s SIEMs are bringing in,  it 
becomes very important to take some time during the 
initial setup to fine-tune their configuration and apply a 
business risk-based approach. Opting for a consulting 
assignment to do this from an MSSP or a consulting 
provider is definitely a good idea.

Conclusion

Today’s threat landscape has obviously changed and 
evolved and security is no more an option for 
organizations when so many daily breaches are reported. 
Information security management teams and CISOs have 
never been in a direct line of fire like this before to ensure 
successful business operations and increased profits.

It only makes perfect sense to invest in a good security 
technology and an MSS partner to manage all the new 
age threats an organization and its business goals face in 
this ever evolving connected world. 

A robust intelligent security operations center with a 
“security sense” engine is an integral part of a 
well-managed security program which can in turn protect 
an organization’s business interests on a daily basis.
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